Get all the support you need

ICT Trainings offers lots of support to help you prepare for your
future.

Find a wide range of support, including official ICT preparation
materials —
www.icttrainnings.com/

Find quizzes and learning tips on our Facebook page —
www.facebook.com/ICTtrainingsLahore

Register now

You can take the course in a class or online on computer.

Step 1: Visit ICT Trainings Centre

Find us on Google Maps.

Step 2: Choose from over 50 Courses

Find out about registering, costs and preparation courses.

Step 3: Choose your starting date and time

We have dates every month —and you can register just one week
before taking your course.

Find out more at
www.ict-trainings.com

Show you are serious about your
career

Join millions of people that have selected IT and using in
official/daily chores.

ICT Certificates to show they have the work-focused
IT and Telecom skills for career success. These high-quality
international courses are developed by Industry leading

professionals

Boost your employability — get the IT skills you need to access the
best jobs.

Excel in business-related studies with proven IT skills.

Recognized by top local & multinationals as a quality delivering
educational institution.

Contact us

ICT Trainings Lahore

349 H/3, Johar Town

Lahore

Punjab

Pakistan

Cell: +92 321 3499131
Landline: +92 42 35951406-7

Find us:

Website: ict-trainings.com
http://facebook.com/ICTtrainingsLahore
E-mail: info@ict-trainings.com

http://www.ict-trainings.com/curriculum/cyber-
security-leaflet.pdf

ICT develop and produce the most valuable range of qualifications for learners of
IT and Telecom.

Over 20000 students trained in Two Decades.
Universities, employers, government, ministries and other organizations

recognize us as valuable partner.
ICT Trainings Institute — Engineering Your Career

ICT

trainings

Cyber Security

CompTIA Cybersecurity Analyst
CSA+

Government and enterprise organizations are facing a skyrocketing
volume of sophisticated cyber threats. As these threats evolve, the
need for IT security professionals who can detect and combat these
threats while constructing a comprehensive security strategy
grows. Cyber Security certifications validate your skills as a
cybersecurity analyst, providing you with an analytical approach to
cybersecurity, and knowledge of network security tools and
techniques to combat threats.
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CompTia is globally accepted & trusted
The CompTia is trusted and accepted by leading employers,
educational institutions and governments worldwide.

For a full list of organizations using these market-leading
exams, go to www.comptia.com
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CompTIA Cybersecurity Analyst CSA+

This course can help you prepare for the CompTIA CSA+
certification exam with hands-on, scenario-based training, so you'll
be ready to meet Advanced Persistent Threats (APTs) head on.

Threat Management

Cybersecurity Analysts

e Cybersecurity roles and responsibilities
e  Frameworks and security controls

e  Risk evaluation

. Penetration testing processes
Reconnaissance techniques

e  Thekill chain

e  Open source intelligence
e  Social engineering

e  Topology discovery

e  Service discovery

e  OSfingerprinting
Security appliances

e  Configuring firewalls

e Intrusion detection and prevention
e  Configuring IDS

e Malware threats

e  Configuring anti-virus software

e  Sysinternals

e Enhanced mitigation experience toolkit
Logging and analysis

e  Packet capture

e Packet capture tools

e  Monitoring tools

e lLogreview and SIEM

e  SIEM data outputs

e  SIEM data analysis

e  Point-in-time data analysis

Vulnerability Management

Managing vulnerabilities

e Vulnerability management requirements
e  Assetinventory

e Data classification

e Vulnerability management processes
e Vulnerability scanners

e  Microsoft baseline security analyzer
Vulnerability feeds and SCAP
Configuring vulnerability scans

e Vulnerability scanning criteria

e Exploit frameworks

Remediating vulnerabilities

e Analyzing vulnerability scans

e Remediation and change control

e  Remediating host vulnerabilities

e  Remediating network vulnerabilities

e  Remediating virtual infrastructure vulnerabilities
Secure software development

e  Software development life cycle
e Software vulnerabilities

e Software security testing
Interception proxies

Web application firewalls

e Source authenticity

e  Reverse engineering

Cyber Incident Response

Incident response

e Incident response processes

e  Threat classification

e Incident severity and prioritization
e  Types of data

Forensics tools

e  Digital forensics investigations
e  Documentation and forms

e  Digital forensics crime scenes

e  Digital forensics kits

Image acquisition

Password cracking

Analysis utilities

ncident analysis and recovery

e Analysis and recovery frameworks
e Analyzing network symptoms

e Analyzing host symptoms

e Analyzing data exfiltration

e Analyzing application symptoms

. Using sysinternals

e  Containment techniques
. Eradication techniques
e  Validation techniques

e  Corrective actions

Security Architecture

Secure network design

e  Network segmentation

° Blackholes, sinkholes, and honeypots
e  System hardening

e  Group policies and MAC

e  Endpoint security

Managing identities and access

e  Network access control

e Identity management

e Identity security issues

e Identity repositories

e  Context-based authentication

e  Single sign on and federation

e  Exploiting identities

e  Exploiting web browsers and applications
Security frameworks and policies

e  Frameworks and compliance

e  Reviewing security architecture

e  Procedures and compensating controls
e  Verifications and quality control

e Security policies and procedures

e Personnel policies and training
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